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1
SYSTEM AND METHODS FOR
IDENTIFICATION AND FRAUD
PREVENTION

TECHNICAL FIELD

The present invention relates to a system and method for
identification and fraud prevention. In particular, although
not exclusively, the present invention relates to a system and
methods foridentification and fraud prevention utilising mul-
tiple biometric patterns of an individual subject/person.

BACKGROUND ART

Biometrics have been successfully utilised as a means for
identifying an individual. At present, there are a number of
methods employed for biometric identification of individuals.
One of the oldest techniques is that of matching dental records
or bite impressions for a given individual. While this tech-
nique is effective, its application is somewhat limited. Typi-
cally, the use of technique requires the Subject to provide a
bite sample or the subject to be deceased to enable compari-
son of their teeth with dental records. In addition, the accu-
racy of the method can be affected in cases where an indi-
vidual has had dental work performed without a record being
kept of the work.

Another form of biometric identification which is popular
and has a well established history is print identification. Tra-
ditionally, the technique has involved recording an image of
the fingerprint, handprint, footprint by inking the relevant
area and making an impression of the print on paper (template
image). The patterns in the print formed by the individual’s
minutiae are then compared against a sample to determine a
match with the template print. More recently, print analysis
has gone digital; this has allowed print recognition to be
utilised in a number of security applications to verify the
identity of users prior to granting them access to system,
building, etc. One of the most popular forms of print recog-
nition for digital security and identification systems is finger-
print recognition.

One of the most critical steps in automated fingerprint
authentication system is acquisition of the image of the print,
as it determines the final fingerprint image quality, which has
a drastic effect on the overall system performance. There are
different types of fingerprint readers on the market, but the
basic idea behind each is to measure the physical difference
between ridges and valleys.

The procedure for capturing a fingerprint using a sensor
consists of rolling or touching with the finger onto a sensing
area, which according to the physical principle in use (optical,
ultrasonic, capacitive or thermal) captures the difference
between valleys and ridges. Once the image is captured, it
then undergoes smoothing; a binary image of the print is then
generated. The binary image then undergoes thinning to fur-
ther sharpen the image. Once the thinning process is com-
plete, the ridge reconstruction is performed. The further pro-
cessing of the image to produce a template image is dictated
based on the image recognition technique being utilised.

Presently, there are two main forms of template recognition
techniques utilising pattern matching and minutiae feature
matching. With pattern-based algorithms, the template con-
tains the type, size and orientation of patterns within the
aligned fingerprint image. The candidate fingerprint image is
graphically compared with the template to determine the
degree to which they match. Minutiae feature matching
analyses the geometric characteristics such as distance and
angle between standard minutiae and its neighbouring minu-
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tiae based on the analysis of the image-processed feature data.
After the analysis, all the minutiae pairs have some kind of
geometric relationship with their neighbouring minutiae, and
the relationship will be used as basic information for local
similarity measurement

One of the problems associated with fingerprint scanning is
that when a finger touches or rolls onto a surface, the elastic
skin deforms. The quantity and direction of the pressure
applied by the user, the skin conditions—wear due to manual
labour, age, chemotherapy—and the projection of an irregu-
lar 3D object (the finger) onto a 2D flat plane introduce
distortions, noise and inconsistencies in the captured finger-
print image. These problems result in inconsistent, irrepro-
ducible and non-uniform irregularities in the image. During
each acquisition, therefore, the results of the imaging are
different and uncontrollable. The representation of the same
fingerprint changes every time the finger is placed on the
sensor plate, increasing the complexity of any attempt to
match fingerprints, impairing the system performance and
consequently reliability.

In addition to the potential performance and accuracy
issues posed by image acquisition, it is possible to fool fin-
gerprint readers through various means i.e. false prints made
from an image of a fingerprint. More recently, the television
series ‘Mythbusters’ found a way to convert fingerprints lifted
from the hand to a photographic form that the sensor would
accept. For obvious reasons, they refuse to reveal the tech-
nique.

Another popular form of biometric recognition is that of
iris recognition. With this process, an image of the eye is
captured. The iris-recognition algorithm then localizes the
inner and outer boundaries of the iris (pupil and limbus) in the
image. Further subroutines detect and exclude eyelids, eye-
lashes, and specular reflections that often occlude parts of the
iris. The set of pixels containing only the iris is then normal-
ized by a rubber-sheet model to compensate for pupil dilation
or constriction. The normalised image is then analysed to
extract a bit pattern encoding the information needed to com-
pare the capture image with a template image constructed for
the individual. In the case of Daugman’s algorithms, a Gabor
wavelet transform is used. The result is a set of complex
numbers that carry local amplitude and phase information
about the iris pattern. In Daugman’s algorithms, most ampli-
tude information is discarded, and the 2048 bits representing
an iris pattern consist of phase information. Discarding the
amplitude information ensures that the template remains
largely unaffected by changes in illumination or camera gain,
and contributes to the long-term usability of the biometric
template. For identification or verification, a template created
by imaging an iris is compared to stored template(s) in a
database. If the Hamming distance is below the decision
threshold, a positive identification has effectively been made
because of the statistical extreme improbability that two dif-
ferent persons could agree by chance (“collide”) in so many
bits, given the high entropy of iris templates.

As in the case of fingerprint recognition, iris recognition
systems have a number of faults. Many commercial iris scan-
ners can be easily fooled by a high quality image of an iris or
face in place of the real thing. The scanners are often difficult
to adjust and can become challenging for multiple people of
different heights to use in succession. The accuracy of scan-
ners can be affected by changes in lighting, dark brown irises,
and restricted population patterns. Iris recognition is very
difficult to perform at a distance larger than a close distance—
less than 1 meter—and additionally if the person to be iden-
tified is not cooperating by holding the head still and looking
into the camera. However, several academic institutions and
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biometric vendors are developing products that claim to be
able to identify subjects at distances of up to 10 meters
(“standoft iris” or “iris at a distance” as well as “iris on the
move” for persons walking at speeds up to 1 meter/sec). As
with other photographic biometric technologies, iris recogni-
tion is susceptible to poor image quality, with associated
failure rates in enrollment. Researchers have tricked iris scan-
ners using images generated from digital codes of stored
irises. Criminals could exploit this flaw to steal the identities
of other people.

Clearly, it would be advantageous to provide an apparatus,
system and method which would mitigate the risks associated
with falsification of biometric information for the misappro-
priation of personal data. It would also be advantageous to
provide a system and method of identification that would
reduce the likelihood of false positives or misreads during the
identification process.

SUMMARY OF INVENTION

In a preferred aspect, the present invention is directed to a
system for biometrically authenticating the identity of a sub-
jectfrom a plurality of subjects. The system comprises at least
one scanner, the scanner for capturing information relating to
afirst blood vessel type and a second blood vessel type within
regions of interest on each subject. The system further
includes at least one processor coupled to the scanner wherein
at least one processor is adapted to: map the locations of the
first and second blood vessel types within the area of interest
to produce a template image of the region of interest for each
subject wherein each template image includes information on
the locations of the first and second blood vessel types for the
subject. The processor is further configured to: receive from
the at least one scanner sample data obtained from a region of
interest on a subject; locate the positions of a first blood vessel
type and a second blood vessel type within the region of
interest; generate a sample image of the area of interest
including the positions of the first blood vessel type and the
second blood vessel type within area of interest; and compare
the positions of the first blood vessel type and the second
blood vessel type of the sample image with the positions of
the first vessel type and the second blood vessel type of each
template image to verify the identity of the subject.

Suitably the scanner includes at least one infrared source
for directing infrared radiation toward the region of interest
and at least one infrared sensor for receiving infrared radia-
tion reflected from said region of interest. The infrared source
may be an infrared light source which is preferably omnidi-
rectional, provided from a plurality of directions, and/or dif-
fused. Suitably the infrared sensor detects infrared radiation
reflected from the subject’s tissues.

The scanner may also include at least one ultrasonic trans-
ducer for directing ultrasonic energy towards the region of
interest and at least one acoustic sensor for receiving ultra-
sonic energy reflected from said region of interest.

Preferably the ultrasound portion comprises at least one
ultrasonic transducer. Preferably the ultrasound portion com-
prises an array of ultrasonic transducers. In use, preferably
the ultrasound portion transmits at least one beam of pulsed
ultrasonic energy in the direction of the area of interest. Pref-
erably a plurality of beams is transmitted towards the portion
of the body and, even more preferably, at different angles
relative to the area of interest.

Preferably at least one processor is adapted to determine
the locations of vessels of the first vessel type within the area
of interest based on the reflected infrared radiation and deter-
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mine the locations of vessels of a second vessel type within
the area of interest based on the reflected ultrasonic energy.

Suitably the processor is adapted to determine the positions
of'the first vessel type based on the level of infrared radiation
absorbed by the first vessel type (i.e. first vessel type has less
reflectivity and scattering effects). Most preferably the infor-
mation on the infrared absorption patterns in the area of
interest is utilised to identify venous vessels.

Preferably the processor is adapted to determine the posi-
tions of the second vessel type on the basis of fluid flow
through the vessels. The second set of vessels may be located
utilising ultrasound by measuring the blood flow of at least
some of the vessels in the portion of the body e.g. the dorsal
surface of the hand, and thereby locating the vessels by noting
the measured pattern of fluid flows located therein. Suitably
the second vessel types are designated as the vessels having
the higher rate of fluid flow. Preferably the information
obtained from the ultrasound is used to identify arterial ves-
sels—arteries and arterioles.

The processor may also be configured to distinguish
between the first and second vessel types based on the direc-
tion of the fluid flow within the vessels. Suitably the direction
of' the fluid flow within the vessels may be determined utilis-
ing Doppler frequency shift detection. Range gating tech-
niques may also be applied to ascertain the blood velocity
relationship to the cross-sectional dimensions of a vessel.

Suitably the process of comparing the sample image and
the template images involves pattern matching. Suitably the
identity of the subject is determined on the basis of a corre-
lation between the sample image being above a pre-set thresh-
old value. Most preferably the identification of a subject is on
the basis of a 1 to 1 correlation between the sample image and
the template image.

In one embodiment of the present invention, the system
may be an access system for a secure site. In such instances,
the processor may be coupled to a number of auxiliary sys-
tems such as an electronic door lock, security alarms and
monitors, or the like. In such instances, the processor may be
further configured on verifying the identity of the subject to
release/actuate the auxiliary systems to provide access of the
subject to the secure site. This may be typically utilised for
prison situations and military applications. Identification of a
hospital patient solely by their vein/artery pattern would
allow rapid and effective treatment intervention and the shar-
ing of their medical history for effective medical treatment.

In some embodiments of the present invention, the system
may be utilised as part of a point of sale system. In such
instances, a plurality of scanners may be positioned at various
retail establishments within the system and the processor may
be configured to communicate with the retailer’s payment
gateway to verify the identity of the subject prior to com-
mencement of a transaction between the payment gateway
and the subject’s financial institution.

In one embodiment, the system may utilise an application
for installation onto a subject’s computing device such as a
desk top computer, laptop, palm top, tablet pc, smart phone or
the like. In such instances, the application may tether the
computing device to the scanner to obtain an image data
required by the system to facilitate the identification of the
subject.

The system may in some embodiments provide additional
layers of security. For example, the system may issue each
subject on enrollment with the system a secure identification
number which the subject is required to input when accessing
the system. In addition, the system may send a message to the
subject as they attempt access to the system, the subject being
required to respond to the message before further processing
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of the subject takes place. Alternatively, the system may be
configured to send out messages on a random basis to sub-
jects. In the event that the subjects do not respond, the system
may suspend the subject’s access to the system.

In some embodiments of the present invention, the system
may, on determining a mismatch in the data presented by a
subject and that stored on the system, suspend the subject’s
access to the system and request that they submit themselves
to a secondary identification procedure. In some forms of the
invention, the request for the subject to submit themselves to
a secondary identification procedure may be made after a
pre-set number ofretries to access the system. Traffic patterns
for an individual may be documented for scrutiny based on
access patterns.

Throughout the specification it is to be understood that the
term ‘infrared’ is utilised to refer to electromagnetic radiation
occurring in the infrared bands of the electromagnetic spec-
trum and is intended to include near-infrared, short-wave
infrared, mid-wave infrared, long-wave infrared and far-in-
frared bands.

The reference to any prior art in this specification is not,
and should not be taken as an acknowledgement or any form
of suggestion that the prior art forms part of the common
general knowledge.

BRIEF DESCRIPTION OF DRAWINGS

In order that this invention may be more readily understood
and put into practical effect, reference will now be made to the
accompanying drawings, which illustrate preferred embodi-
ments of the invention, and wherein:

FIG. 1A is a schematic diagram of a biometric scanner
according to one embodiment of the present invention;

FIG. 1B is a pictorial representation of the biometric scan-
ner of FIG. 1A;

FIG. 2 is a schematic diagram depicting the use of a bio-
metric scanner in an access control system according to one
embodiment of the present invention;

FIGS. 3A and 3B are flow charts depicting the operation of
an access control system according to one embodiment of the
present invention;

FIG. 4 is a schematic diagram depicting the use of a bio-
metric scanner in a point of sale system according to one
embodiment of the present invention; and

FIGS. 5A to 5C are flow charts depicting the operation of
the point of sale system according to one embodiment of the
present invention.

DESCRIPTION OF EMBODIMENTS

With reference to FIG. 1, there is illustrated one possible
configuration of a biometric scanner 100 according to one
embodiment of the present invention. As shown, the scanner
100 includes a sample input 101 typically in the form of a
plate or the like onto which a user 107 is required to place their
palm, finger, etc. (sampled region) onto the plate or in close
proximity to the plate for scanning. The biometric informa-
tion in this instance is obtained via the use of an infrared or
near infrared scanner 102 and ultrasonic scanner 103.

In this particular example, the scanner is configured to
identify two differing tissue types. In this case, the infrared or
near infrared scanner 102 is utilised to identify a first vessel
type (vein) while the ultrasonic scanner 103 is used to identify
a second vessel type (arteriole). More specifically, the infra-
red or near infrared scanner 102 is utilised to locate venous
vessels (i.e. veins) and the ultrasonic scanner 103 is utilised to
identify arterial vessels (i.e. arteries/arterioles) within the
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sampled region. Absolute identification of the individual is
preferably based on the supplied by the biometric information
obtained via the use of an infrared or near infrared scanner
102 and ultrasonic scanner 103. However, it will of course be
appreciated by those of skill in the art that the biometric
scanner may also include an array of secondary security mea-
sures such as additional biometric sampling devices, i.e.,
fingerprint reader, iris scanner, camera for facial recognition,
etc. and physical devices such as a keypad, RFID or identity
card swipe to integrate with existing identification/verifica-
tion systems.

Once the scan of the sample area is complete, the informa-
tion obtained from each scanner is passed to processor 104 for
analysis. The processor 104 may be configured to pre-process
the information for each scanner to form images of the paths
of'the venous vessels and arterial vessels within the sampled
area. The two images can then be combined to form a vessel
map for the sampled area. The processor 104 may then com-
pare the map against a template map for the given individual
which is stored in database 106.

In this example, the database is shown as being remote
from the processor 104. Consequently, the biometric scanner
100 preferably includes a communications module 105
coupled to the processor enabling the scanner to communi-
cate with the database 106. In such instances, the device could
be configured to send the scanned data to a third party system
for further processing and comparison.

FIG. 1B depicts one possible implementation of the bio-
metric scanner. In this case the scanner is a single unit housing
the infrared or near infrared scanner 102 and the ultrasonic
scanner 103. The device in this instance preferably includes a
proximity sensor to initiate capture when the hand is in the
correct location. As can be seen in the example of the device
100 shown in 1B, the device has been configured with sec-
ondary security measures; in this case a card scan unit and
keypad for entry of a pin code.

While in the above example the device is fitted with on-
board processing, it will of course be appreciated by those of
skill in the art that the captured data may be processed
remotely from the capture device. For instance, the device
100 could forward the captured data to a back end computing
system for processing or to a portable computing device such
as a smartphone, tablet pc, netbook, etc. In such cases the
transfer of the data could be via a dedicated link such as a
LAN or direct link cable or via a wireless link using a suitable
wireless protocol such as Bluetooth, 802.11b, 802.11g,
802.11n, etc. Where a portable computing device is utilised
for the processing of the biometric information, the portable
computing device may be fitted/coupled with a secondary
security measure such as a portable fingerprint reader, card
swipe, etc. Additionally auxiliary equipment such as the por-
table computing device’s camera (if fitted), microphone, etc.
may be utilised to obtain additional biometric samples. In
some instance the device’s camera may be used to read coded
information such as barcodes or the like on ID cards, etc.

It will of course be appreciated by those of skill in the art
that depending on the application, the template data for users
along with other user information, e.g., ID number, access
codes (PINS) secondary biometric data fingerprint templates,
iris templates, etc. could be stored to a memory within the
biometric scanner and the comparison conducted locally to
verify the identity of the individual; thus enabling indepen-
dent operation of the device from the main system. This may
be useful in instances where the device is unable to access the
database, allowing registered users access and permitting the
enrollment of new users until such time that access to the
database becomes available and updating can be commenced.
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Alternatively, the individual could be required to insert a
smart card into the scanner bearing their template image. In
such instances, the card would activate the scanner for image
acquisition. The processor would then compare the captured
images against the data stored on the card. In addition to the
insertion of the card, the individual may be required to enter
in a pin code or the like to commence the scan, the pin code
being utilised to active the card data.

As with fingerprints and iris patterns, vein and artery pat-
terns are unique to the individual. As noted above, biometric
systems based on fingerprints can be fooled with a dummy
finger fitted with a copied fingerprint; voice and facial char-
acteristic-based systems can be fooled by recordings and
high-resolution images. The vessel identification system is
much harder to fool as authentication can only be carried out
on living tissue (i.e. blood flow must be present to obtain the
image). Indeed, vein recognition has emerged as one of the
fastest emerging biometric verification techniques as it offers
an exceedingly low false rejection rate of approximately
0.01% and a false acceptance rate of 0.0001%. However, at
present, it is not considered as reliable as more established
technique of fingerprinting, etc.

Applicant has found that by utilising the ultrasonic scanner
to identify the arterial vessels, at least a two-stage verification
process can be performed to verify the identity of the indi-
vidual. Thus, in cases where one vein pattern of an individual
closely resembles that of another, it is possible to distinguish
the two by utilising arterial patterns as an additional measure-
ment. The different methods of detecting the position of veins
and arteries are used by the inventor mainly due to the difter-
ence in the absorptive spectra of veins and arteries. Typically,
veins are at a lower temperature than arteries and, therefore,
will normally absorb a higher level of infrared spectra when
compared to arteries which are often at a temperature which
is very similar to that of the surrounding tissues rendering an
infrared location mechanism for arterial vessels less reliable.

FIG. 2 depicts one possible application of the biometric
scanner 100 according to one embodiment of the present
invention. In this example, the scanner 100 is used as part of
an access control system 200 for a secure site/facility 201. As
shown, scanners 100 are portioned at discrete locations 202,
202,, 202, throughout the site 201. Each of the scanners is
linked via a network to a central security control server 203.

In order to gain access to the secure locations within the
site, personnel 204 are required to enter a pin into the scanner
or swipe an ID card to provide a first level of credentials (i.e.
user ID information). Once the pin number has been entered
or card has been swiped, the user is then preferably required
to place their hand into the required scanner area of the
relevant scanner 100. The scanner then captures an image of
the vein and artery patterns within the scanned area. The user
data including the scan information is then preferably
encrypted and sent to the control server 203 along with infor-
mation identifying the scanner and its location within the site
201.

On receipt of the scan information, the control server 203
compares the scan obtained with the scanner 100 with a
template image for the given user which is retrieved from
database 204 based on the user ID information presented at
the commencement of the scan. The comparison could be
performed in a variety of ways; for instance, the server 203
could compare the scans for the vein and artery images
against template images on the system (i.e. a two pass pro-
cess). Alternatively, the system could compare a single com-
bined image against a template image (i.e. a single pass pro-
cess). In one embodiment of the invention, the server could
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compare information relating to all three images i.e. compari-
son of vein and artery images separately and combined (i.e. a
three pass process).

Once the control server has authenticated the user’s iden-
tity, it then utilises the location information provided by the
scanner to verify if the user has the required clearance to enter
the location within the site 201 which they are attempting to
access. If the user has the appropriate clearance then the
server 203 releases any security measures (i.e. electronic door
locks alarms, etc.) in place at the access point to permit the
user entry to the desired location. In the event that the user
does not have the proper clearances, the system does not grant
them access to the desired location within the site and the
attempt to gain entry is logged.

FIGS. 3A and 3B are flow charts depicting the operation of
a security system employing a biometric scanner 100 accord-
ing to one embodiment of the present invention. FIG. 3A
depicts the enrollment process for authorised personnel 300.
As shown, in order to enroll an individual into the system, the
administrator requests the individual to place their palm into
the scanning area of the scanner. The scanner then acquires
images of the vascular and arterial patterns occurring within
the user’s palm. The data is then encrypted and sent to central
server 301 to complete the enrollment process. On receipt of
the scan data, the server then proceeds to check if the data has
been previously presented 302. In the event that the data has
been previously presented (i.e. user has been previously
enrolled), then the system proceeds to verity the scan data and
presents the system administrator with the user’s account
information for editing.

If the user has not previously enrolled then the system
creates a new account for the user and stores the scan data
under a temporary ID 303. The server then proceeds to notify
the administrator that no particulars exist for the user 304 at
which stage the administrator is presented with a series of
electronic fields to complete 305. At this stage, the adminis-
trator completes the relevant fields including the areas which
the user is entitled to access as well as the times at which they
are able to access these areas 306. Once the data has been
entered, the administrator submits the data to the server 307.
Prior to submission, the data is preferably encrypted.

On receipt of the data, the server creates an account for the
subject 308 in the database and appends the scan data stored
under the temporary ID to the new account. The temporary
account is then preferably cleared. Once the account has been
created, the server advises the administrator of the account
creation.

FIG. 3B depicts the manner in which the system may grant
access to a user. As noted above, in order to initiate the access
procedure, the system firstly preferably verifies if the user
holds an account with the system 309. As briefly discussed
above, verifying that the user holds an account with the sys-
tem could be performed in a variety of ways; for example, the
user may be required to enter a pin or swipe an ID card or the
like. Once the system is activated, the subject is then required
to present their palm for scanning 310. The system then
proceeds to determine if the user has the appropriate clear-
ances 311. If the user has the appropriate clearances, the
system then determines if the scanned vein and artery print
data matches the template data for the given user 319; if so
then the user is granted access 320.

In the event that the user does not have the appropriate
clearance then the system denies access to the given area 312.
The user’s attempt to access the given area is then logged and
reported to the system administrator 313. The user’s particu-
lars are displayed 314 to the administrator at which time they
are provided with the option 314 to allow the user access to
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the desired area within the site. If the administrator elects to
permit the user access to the selected area the administrator
accesses the user’s account 315. The administrator then edits
the user’s access permissions and saves the updated permis-
sions to the user’s profile 316. A notification is then sent to the
user that access to the desired area has been granted 317. At
this stage, the system then scans the subject 318 and deter-
mines if the scanned vein and artery pattern data matches the
template data for the given user 319. If the print data obtained
from the scanner matches the template data then the user is
granted access to the desired area 320. In the event that the
data does not match the recorded template data then the
system preferably registers a second mismatch (the first being
the incorrect permissions) at which time the administrator is
alerted to a potential security breach and the user must then be
submitted to a thorough identification procedure before fur-
ther access may be granted 321.

In the event that the administrator does not wish to grant
access to the area which the subject is attempting to access,
then the system advises the user that access is denied 322. At
this stage, the subject is advised that they are not cleared to
access the desired area and that they will need to contact the
administrator to obtain the appropriate clearances.

With reference to FIG. 4, there is illustrated a system for
identification and fraud prevention 400 incorporating biomet-
ric scanner 100 according to one embodiment of the present
invention. In this particular example, the biometric scanner
100 is implemented as part of an electronic transaction sys-
tem 400. As shown, a customer 401 wishing to purchase
goods from a merchant 402 is required to present their credit/
debit card issued by the relevant issuing authority 403, e.g. the
customer’s financial institution to initiate the transaction. The
customer is then preferably required to place the palm into the
scanning area of the scanner 100. The scanner then obtains the
vein and artery pattern data for the customer. In this embodi-
ment the scanner also has a card swipe and keypad incorpo-
rated. The vein and artery pattern data is then encrypted along
with the customer’s card/account data and sent via the mer-
chant’s payment gateway 404 to the issuing authority 403 for
verification.

Onreceipt of the encrypted vein and artery pattern data, the
issuing authority decrypts the data and compares the pattern
information to the template data for the customer. In the event
that the sampled pattern data matches the template data, the
issuing authority signals the merchant’s payment gateway
404 of the match and the payment gateway 404 proceeds to
open a secure transaction channel with the issuing authority
to complete the transaction. To the user, the transaction occurs
as any normal EFTPOS (Electronic Funds Transfer Point Of
Sale) transaction at the point of sale.

In the event of a mismatch, the merchant’s payment gate-
way 404 may request the customer to rescan their palm to
verify their identity. If the system is still unable to verity the
identity of the customer, the system declines the transaction
as it would a normal credit/debit card transaction (i.e. simple
insufficient funds or transaction declined message). At this
stage, the system may suspend/freeze the user’s account or
cancel the card. To unfreeze or reactivate the card, the cus-
tomer would then be required to present themselves at a
designated branch or the issuing authority, etc.

While in the above example the system utilises existing
EFTPOS infrastructure, it will of course be appreciated by
those of skill in the art that the system may also utilise devices
such as smart phones, tablets or other such portable comput-
ing devices. These devices could be wirelessly tethered or
docked with the appropriate scanning equipment disposed at
the point of sale to complete the transaction. In such

20

40

45

50

55

60

10

instances, the user on enrollment with the system (i.e. down-
load and registration of an application) would be required to
carry out a palm scan to enable the system to produce a
template image of the vein and artery patterns in the scanned
region. On completion of the registration process, the user
would then be provided with a key to utilise with all future
transactions. In this case the verification of the user would
require the payment gateway to send the sample data from the
point of sale to a third party authority for verification before
opening a transaction with the customer’s financial institution
to complete the transaction.

FIGS. 5A to 5C are flow charts depicting the operation of
an identification fraud prevention system according to one
embodiment of the present invention. With reference to FIG.
5A, there is illustrated the process of enrollment of a subject
with the system. As shown, the subject is required to scan
their palm 501 using a biometric scanner of the type discussed
in relation to FIG. 1 above to obtain images of the underlying
vein and artery patterns of the subject. The system then
encrypts this information 502 and stores it under a temporary
1D 503 on the system’s central server. The system adminis-
trator is then advised of the new enrollment 504. The admin-
istrator is then presented with a series of data fields for
completion 505. The fields in this instance are utilised to
obtain personal information relating to the subject, such as
name, date of birth, current address, zip/post code, phone,
email, credit/debit card information, etc. Once these fields
have been completed by the administrator, the data is
encrypted and sent back 506 to the server. The server then
creates an account for the subject 507 and assigns the scan
data in the temporary 1D as the template data for the subject.
The account and pattern data for the subject are then stored to
the systems database. The server then issues the subject with
a secure session identification number (SSIN) 508 for use in
all future transactions with the system.

In addition to the registration of the subjects, the system
may also enable the registration of third party data collectors,
which are authorised to collect pattern samples, etc. In most
cases, these third party data collectors will be businesses or
agencies wishing to implement additional security measures
to their back-end systems. In such instances, the third party
collectors may enroll in the system by completing an online
registration form 509 which is then encrypted and sent to the
server 510. The information is then sent to the administrator
for review 511. The administrator may then request that the
third party collector provide sample pattern data 512 to verify
that the scan data is being sent to the system correctly 513. If
the data is received as correct, the system registers the data
collector 514 and assigns it as an authorised collector for all
subjects enrolled in the system. If the scan data is not received
correctly then the system requests the enrolling party to
resend the data 515.

FIG. 5B depicts the process of verifying the identity of the
subject. As shown, the user on initiating a transaction with an
assigned collector is required to place their palm into the
scanning area of the scanner provided at the third party data
collector premises 516. The scanner then captures the images
of'the underlying veins in the palm and artery/arteriole dorsal
surface patterns of the subject and encrypts the scan data
along with data relating to the subject and the assigned col-
lector 517. The data is then sent via secure connection to the
server 517. The system proceeds to verify that the collector is
registered with the system 518. If the system does not recog-
nise the collector then the system suspends the transaction
and advises the parties concerned that the service is not
enabled for the selected collector 519. If the collector is
registered with the system, the system then proceeds to verify
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the pattern data for the subject 520. If the sample data matches
the template data for the given subject the system then
requests the subject to enter their SSIN 521. If the SSIN
matches the SSIN assigned to the subject during enrollment
then the system proceeds to complete the requested transac-
tion 523.

In the event that the system determines a mismatch
between the sample scan data and the template data at step
520, the system requests the subject resubmit another scan to
obtain a second sample for verification purposes 524. If the
system determines that a second data mismatch has occurred
525, the system suspends the transaction and requests the user
present themselves to a given location for further identifica-
tion procedures 526. If the data is verified then the system
request entry of the subject’s SSIN 521.

If the system determines a disparity between entered SSIN
and the SSIN assigned to the subject (i.e. SSIN does not
match with identity derived from pattern data), the system
requests the subject to re-enter the SSIN 527. Atthis stage, the
subject could also be requested to submit to a rescan of the
pattern data 524. The system then compares the resubmitted
SSIN with those assigned to the subject 528. If a match is
determined, the system proceeds to complete the transaction
523. If there is still a mismatch, the system suspends the
transaction and requests the user present themselves to a
given location for further identification procedures 526.

As will be appreciated by those of skill in the art, the
purpose of rescan is to take into account any errors in the scan
and/or corruption of the image data during encryption and
transmission. The contact of the dorsal hand surface with the
ultrasound scanner (suitably lubricated for maximum con-
tactability) will also ensure that the infrared scanner is at the
preferred distance from the palmar surface of the hand as the
dimensions of the device are such that the distance is set
between the two scanners. The re-entry of the SSIN is to take
into account mis-keying of the SSIN by the subject, thereby
reducing false positives and rejection rates of the system.

In addition to the use of the scan data and the SSIN, the
system may utilise a third layer of security to ensure the
integrity of the system. One example of this additional level
of'security is depicted in FIG. 5C. In this example, the system
sends a message to the subject 529 during the transaction. The
message may be in the form of an SMS, email or automated
call. In each case, the subject is required to respond to the
message 530. The system awaits the subject’s acknowledge-
ment of the message 531. If no response is received then the
system suspends the transaction and requests the user present
themselves to a given location for further identification pro-
cedures 526. If a response is received, the system proceeds
with the transaction 523 as discussed above.

While the use of messaging in this example is used during
the transaction as a third layer of security, it will of course be
appreciated by those of skill in the art that the use of messag-
ing could be used to verify the details of the subject on a
random basis. Consequently, the system may randomly select
a subject enrolled with the system. The system then sends out
a message to the subject and awaits their response. If the
system does not receive a response then the system suspends
the user’s account. On the user’s next attempt to access the
system, they are requested to present themselves to an iden-
tification procedure. If the system receives a response, it
updates the subject account and proceeds to select the next
subject for verification.

While in the above examples, capture of the pattern data is
done in an overt fashion i.e. the subject is required to directly
engage with the scanner, etc. It will be appreciated by those of
skill in the art that the acquisition of sample data could be
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conducted covertly. For example, a scanner could be inte-
grated into everyday equipment within the secure facility, etc.
As a subject interacts with the piece of equipment, the scanner
acquires an image of the relevant appendage of the subjecti.e.
palm or dorsal surface of the hand in a sanitiser device. In
such instance, the scanner recognises that the palm/hand are
in the required proximity to the scanner capture field and
instigates a successful capture of the vessel patterns in the
palm/hand.

In the case where covert capture is implemented, the sys-
tem could periodically verify the location of subject persons
within the facility. On determining an anomaly such as a
subject being in an area they are not cleared for or the subject
being in two places at once, the system could alert appropriate
personnel to the relevant locations to monitor the subject and
intervene where required.

The present invention may be adapted to a variety of envi-
ronments. For example only, where a portion of a body has
been severed, a preferred form of the present invention such
as described above may be utilised to identify the severed
portion as belonging to a particular individual. This has appli-
cations at accident scenes or military applications where a
soldier comes into contact with a live explosive. A prior blood
vessel identity scan of the individual may be used in combi-
nation with a new scan in performing a surgery to re-attach the
severed portion (e.g., limbs, fingers, toes) to the individual. A
similar process may be used to analyse the fluid flow from a
truncated limb portion as desired or appropriate for a medical
intervention, e.g., a tourniquet.

It is to be understood that the above embodiments have
been provided only by way of exemplification of this inven-
tion, and that further modifications and improvements
thereto, as would be apparent to persons skilled in the relevant
art, are deemed to fall within the broad scope and ambit of the
present invention described herein.

The invention claimed is:

1. A system for biometrically authenticating the identity of
a subject from a plurality of subjects, said system comprising:

at least one scanner, said scanner for capturing information

relating to a first blood vessel type and a second blood

vessel type within regions of interest on each subject, the

at least one scanner including:

at least one infrared source for directing infrared radia-
tion toward the region of interest;

at least one infrared sensor for receiving infrared radia-
tion reflected from said region of interest;

at least one ultrasonic transducer for directing ultrasonic
energy toward the region of interest; and

at least one acoustic sensor for receiving ultrasonic
energy reflected from said region of interest; and

at least one processor coupled to said scanner wherein at

least one processor is adapted to:

determine the locations of blood vessels of a first vessel
type within the region of interest based on the
reflected infrared radiation;

determine the locations of blood vessels of a second
blood vessel type within the region of interest based
on the reflected ultrasonic energy; and

map the locations of the first and second blood vessel
types within the region of interest to produce a tem-
plate image of the region of interest for each subject
wherein each template image includes information on
the locations of the first and second blood vessel types
for the subject; and

wherein at least one processor is further configured to:
receive from at least one scanner sample data obtained

from a region of interest on a subject;
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locate the positions of a first blood vessel type and a
second blood vessel type within the region of inter-
est;

generate a sample image of the region of interest
including the positions of the first blood vessel type
and the second blood vessel type within the region
of interest; and

compare the positions of the first blood vessel type
and the second blood vessel type of the sample
image with the positions of the first vessel type and
the second blood vessel type of each template
image to verify the identity of the subject.

2. The system of claim 1, wherein the ultrasonic energy is
pulsed.

3. The system of claim 1, wherein the ultrasonic energy is
emitted as a plurality of beams directed at differing angles to
the region of interest.

4. The system of claim 1, wherein the positions of the first
blood vessel type are determined by identifying one or more
regions within the region of interest having the highest rate of
absorption of the incident infrared radiation.

5. The system of claim 1, wherein the positions of the
second blood vessel type are determined by identifying the
direction and/or the rate of fluid flow through the blood ves-
sels within the region of interest.

6. The system of claim 5, wherein directionality of the fluid
flow through the blood vessels is determined utilizing Dop-
pler shift detection.

7. The system of claim 5, wherein the rate of fluid flow
through the blood vessels is determined utilizing range gating
to determine fluid velocity relative to each blood vessel’s
cross sectional area.

8. The system of claim 1, wherein the first blood vessel type
is venous and the second blood vessel type is arterial.
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9. The system of claim 1, wherein the processor is coupled
to a security system having one or more auxiliary devices for
controlling movement of subjects between locations within
the security system and wherein the processor is further con-
figured to verify that a subject has permission to enter a
location.

10. The system of claim 9, wherein the processor is con-
figured to actuate the one or more auxiliary devices to grant
the subject access to the location on determining that they
have permission to enter the location and on verification of the
subject identity.

11. The system of claim 1, wherein the system is integrated
into a point of sale system, further comprising a plurality of
said scanners and said processors, each of said scanners being
positioned at various retail establishments within the point of
sale system; each of said processors being configured to com-
municate with each retailer’s payment gateway to verify the
identity of a subject prior to commencement of a transaction
between the payment gateway and the subject’s financial
institution.

12.The system of claim 1, wherein each subject is provided
with a unique identification number and wherein the proces-
sor is configured to request the input of the identification
number to verify the subject’s identity.

13. The system of claim 1, wherein the processor is con-
figured to send a message to the subject on access to the
system, the subject being required to respond to the message
before further processing of the subject commences.

14. The system of claim 1, wherein the system directs the
subject to undertake a secondary identification procedure on
failure to determine the subject’s identity.
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